ARIES Digital Certificate Request Instructions

Overview

Before you can begin using ARIES, you must obtain a digital certificate from the
California Department of Health Services - Office of AIDS. You have already
completed the initial step of submitting your ARIES user Registration Form.
There are two more steps involved in obtaining a certificate. In the first step, a
certificate request is generated, and in the second, your certificate is installed
and you can begin using ARIES.

Step 1 - Requesting your certificate

The first step is to process a certificate request on the computer you will be
using to connect to ARIES. It is important that you are logged on as yourself
with your personal username and password.

1. Go to the certificate request website sent to you in the initial email
message sent to you from the Office of AIDS.

2. Depending on your computer settings, you may see the following warning
at the top of your Internet Explorer browser window (see below). The
warning states “To help protect your security, Internet Explorer has
restricted this file from showing active content that could access your
computer. Click here for options ...”.

Address I@ CiiDocuments and Settings\bhunter\Deskbopicertificate . htm

'\",J To help protect vour security, Internet Explorer has restricked this file from showing active content that could access wour computer, Click here For options, .
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If this message is displayed in your browser, please right click on the
message and select Allow Blocked Content from the drop down list.

=

'k':,J To help prakect waur security, Inkernet Explorer has restricked this file From shawing ackive conl
Allaw Blocked Conkent. .

What's the Risk?
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Information Bar Help

3. Next, fill in each form field displayed on the page.
e ARIES Username - Enter username provided in e-mail message

e Certificate Type - Select certificate type provided in e-mail
message

e E-mail address - enter your work email address
e Organization Name - enter your provider site name
e City - enter your provider site city

ARTES Username: IAHIESUsername

Certificate Type: |AHIES Client j

E-mail Address: |email@email.cum

Orgamzation Name: |Department of Health Se

City: |Sa|::ram ehto

4. After all fields have been completed, click Submit >. Please note that
you will see one or more warning messages after you click submit, each

one you must click Yes to continue. A common warning message is shown
below.

Potential Scripting Violation - CLICK YES
=

] This Web site is requesting a new certificate on wour behalf, You should allow only trusted Web sites to request a certificate for vou,
L] Do you wank to requesk a certificate now?
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5. Next, copy your certificate request by clicking the copy button below in
step 2 as shown below.

Step 1 Complete! Proceed to Step 2 below

STEF 2 - Instructions
1. Click the copy button below, and return to your e-mail program.
Copy
2. CUpen the e-mail message vou recerved contaiming the certificate request instructions from O4.
3. Press the BEPLY' button in the message, and then select edit > paste from the toolbar, of press ctrl-w on your keyboard.
4, Tour certificate information has now been pasted mto your e-mail meszage.
5. Click "Zend" to send the email to 04

6. Go back to the original e-mail message you received from the Office of
AIDS that included your ARIES username, and press the reply button. Or,
create a new e-mail message to ARIES@dhs.ca.gov.

7. Paste your certificate request into the mail message by pressing Ctrl-V
on the keyboard, or select Edit > Paste from the menu bar if you are
using Microsoft Outlook. Send the message by clicking the send button.
The e-mail message should look similar to the text below.

----- BEGIN NEW CERTIFICATE REQUEST-----

MIIFwgY JKoZlhveNAQcCollFszCCBa8CAQMxCzAJIBgUrDgMCGgUAMIIEWQYIKwYBBQUHDA
KgggRLBIIERzCCBEMwWQ]BAAgECBggrBgEFBQCcHCDEXMC8CAQAWAWIBATAIMCMGCSsGA
QQBgjcUAGQWHhQAQWBSAGKAZQBUAHQAQQB1AHQAaDCCA/egggPzAgEBMIID7DCCALU
CAQAwWgYUxHTAbBgNVBAMTFERhYNNOZXIXIEFSSUVTQ2xpZW50MSEwHwWY JKoZIhveNAQk
BFhJEYWJzaGVyQGRocy5)Y S5nb3YxFzAVBgNVBA0OTDkIMZmIjZSBvZiBBSURTMRMwWEQYD IKwYBBQUHAwWIwIwYJKwYBBAGCNXxQC
BBYeFABDAGwWAaQBIAG4AdABBAHUAJABOMIH/BgorBgEEAYI3DQICMYHWMIHtAGEBHIWAT
QBpAGMAcgBvAHMAbwBMAHQAIABFAG4AaABhAG4AYWBIAGQAIABDAHIAeQBWAHQAbwB
NAHIAY QBWAGgAaQBjACAAUABYAG8AdgBpAGQAZQBYACAAdgAXACAAMAOBIQCTSR8AKS
viOwWRXJreaBSjJpgw7jnoQIl1lmvgJlvsaE+B7F+M47mrA4bWgM5NorJyuRzmkb4g8FCer7hyilPyF
YIDClz60ZvzFQRONEKISGUE3nTv28Ver/l2weSa05P CRKpKfP3Ku5WjFh4NDyMjcobcdODHAW
2jyhmeb4T5jiiyFQAAAAAAAAAAMAOGCSqGSIb3DQEBBQUAA4AGBAIVVCum/U9GZ/uwsoZcYN
0ge94V1thchileyMM+9zKdztDDuXqzRhjl1zwsv6NTZhPtflbGaF5rifPOz5UJ1wuyVgJj3BrCPD4FJ
ANbpMX50g3KVL3GYKF3j8S8KRStEsI/B8NcshjpO5wbWkn4cMXu2gfxT9orQ/vndBKE+3eprX3MA
AWADGCAT4wggEBAQEDYBRjLZIFCzjxq+M/MSTLOcQ4jMkbnTAIBgUrDgMCGgUA0IGBMBcGC
SqGSIb3DQEJAzZEKBggrBgEFBQCMA|jA]BgkghkiGOwW0OBCQQxFgQUoOMtyx5HjPusIxgZSyFz+7
prSCUwQQYJKwYBBAGCNXUUMTQwMgIBAQWHRGFic2hlcgwWREFCUOhFUIXPZmZpY2Ugb
2YgQUIEUwwMaWV4cGxvemUuZXhIMAOGCSqGSIb3DQEBAQUABIGAWGAQJK3ScVT31Ixrh
ABPKCvZPYn2/LdghKVKYquk4nRkQXgv1Utg5hM/IviwV2PXQIillVNC6XZKngwxg5AI2LfO280aSh
7XOEurivMzgHq1AtuAl1bZzjj4lr50MTYjtOLMBdqJ/x9aXEK24AnfOU4ZG1tiw4gxYoixOYIUjJRo=---
--END NEW CERTIFICATE REQUEST-----
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8. Step 1 is now complete. The Office of AIDS will send your certificate via
e-mail within 24 hours.
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